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1
Decision/action requested

This contribution proposes to approve the new solution for KI #1 of 3GPP TR 33.886.
2
References

[1]
3GPP TR 23.700-41 v1.1.0: “Study on enhancement of network slicing; Phase 3”
3
Rationale

The contribution proposes to add a solution for key issue #1 to protect UE capability indication in UE initiated VPLMN slice-based SoR being studied in TR23.700-41 [1]. 

4
Detailed proposal

***  BEGINNING OF CHANGES  ***

5.Y
Solution #Y: protect capability indication in UE initiated VPLMN slice-based SoR
5.Y.1
Introduction
This solution addresses key issue #1, providing VPLMN slice information to roaming UE.

It has been studied in TR 23.700-41 [3] that in a UE initiated procedure to indicate the UPU/SoR capabilities, a new container (transparent for AMF) may be included in a 5GC Registration Request from a roaming UE, containing UE sensitive information that is pertinent to the request. If the information in the container such as UE capabilities are not protected, the information may be eavesdropped and tampered without authorization by malicious parties.
This solution provide a way to protect the confidentiality of UE capabilities in UE initiated VPLMN slice-based SoR. 
5.Y.2
Solution details
Figure 5.Y.2-1 shows the proposed security mechanism for protecting capability indication in UE initiated VPLMN slice-based SoR.
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Figure 5.Y.2-1: Protecting UE capability indication
While roaming, the UE includes a new transparent container in a 5GC Registration Request, when UE performs Initial Registration or when the UE wants HPLMN to be aware of UE changes e.g. UE capability changes or UE requests new network slices. This new container is an indication that the UE wants the UDM to provide the UE with information relevant to Subscribed/Requested NSSAIs in the current VPLMN as well as other VPLMNs where the UE is currently located. The container includes the requested information and includes UE information that is pertinent to the request (e.g. UE capabilities, UE location, Requested NSSAI, etc). 

The new transparent container is encrypted by Home Network Public Key stored in UE, making it transparent for AMF in VPLMN. While sending the transparent container, the Home Network Public Key Identifier also needs to be included in the registration request.
AMF forwards the received container transparently from the UE in the Nudm_UECM_Registration Request towards the UDM.
Upon reception of the Nudm_UECM_Registration Request, the UDM uses Home Network Private Key to de-conceal the UE capability information from the encrypted container. The UDM also determines whether there is the SUPI in the database.
If SUPI is found in the database, UDM uses UE capabilities to check whether UE supports ability to handle the additional information.

If SUPI is not found in the database, UDM rejects the CM registration request by sending a Nudm_UECM_Registration Response message to AMF, indicating the reason for failure.
If the UE does support the additional information, the UDM initiates towards the SoR AF an Nsoraf_SoR_Get Request (VPLMN ID, SUPI of the UE, access type, subscribed S-NSSAIs, UE location, UE capability to receive enhanced information). The UDM passes transparently information included in the container and relevant for the SoR AF to consider.
If UE does not support the additional information, the UDM rejects the CM registration request on the requested S-NSSAIs by sending a Nudm_UECM_Registration Response message to AMF, indicating the reason for failure.
SoR AF creates slice-based SoR information taking into account the information provided by the UDM and availability of the Subscribed S-NSSAIs in the possible VPLMNs. To enable the SoR AF to create the slice-based SoR information, the SoR AF scans the possible list of VPLMNs and for each one determines the extent to which the Subscribed NSAAIs are supported. The SoR AF may then order the information as an example as shown below:

-
VPLMNs supporting all the Subscribed NSSAIs in any order preferred by HPLMN.

-
VPLMN supporting a subset of the Subscribed NSSAIs in any order preferred by HPLMN.

-
List of additional networks supporting the Subscribed NSSAIs or Requested NSSAIs not preferred by HPLMN.
SoR AF sends the slice-based SoR information to the UDM in a Nsoraf_SoR_Get Response.
UDM in HPLMN encrypts the Access and Mobility Subscription data using Home Network Public Key and sends such data in a Nudm_SDM_Get Response message to AMF in VPLMN, together with the Home Network Public Key Identifier. The slice-based SoR information received from SoR AF is included in the Access and Mobility Subscription data. Thus, AMF is transparent to the SoR information.

AMF forwards the "steering of roaming information" within the Registration Accept as per current specification.

UE decrypts the slice-based SoR information using the Nome Network Private Key. If the Allowed NSSAI doesn't include all slices desired by the UE then the UE scans for VPLMN supporting the S-NSSAIs not in Allowed NSSAI and selects and registers accordingly.
5.Y.3
Evaluation
TBD

***
END OF CHANGES
***

